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THE "SESSION COOKIE" HIJACK: WHY MFA CAN'T ALWAYS SAVE YOU

MFA is a strong front-door lock.
But it's not the only thing that
decides whether someone can
getin.

After you sign in, your browser
keeps you logged in using a
session token (often stored as a
cookie). It's the digital version of
a wristband at an event: once
you've been checked, the
wristband proves you belong
there. If an attacker steals that
wristband, they may not need to
beat your MFA prompt at all.

That's the core of session cookie
hijacking. The attacker isn't
“cracking” MFA. They're skipping
it by replaying your already
authenticated session.

This isn't a reason to stop using
MFA. It's a reason to stop
treating MFA as the finish line.

Why MFA Isn’t a “Game Over”
Control

MFA is still one of the best
upgrades most businesses can
make, but it doesn’t end an attack
on its own. The reason is that
attackers don’t always try to beat
the login step. They try to go
around it.

Cloudflare notes that “attackers
are finding new ways to
circumvent MFA” and that
modern incidents are rarely one
isolated technique. They're “part
of a chain of attacks.”

S ) sedcom

In other words, MFA can block a lot
of credential theft, but it doesn’t
automatically protect what happens
after a user successfully signs in.

That’s where session cookie
hijacking comes in.

What a Session Cookie Is and Why
Attackers Want It

When you sign into a web app, the
site needs a way to remember that
you've already proved who you are.
That's what a session is: a temporary
“logged-in” state that saves you from
entering your password and MFA
code on every click.

Kaspersky explains that session
hijacking is “sometimes called cookie
hijacking” because cookies are
commonly used to store the session
identifier that keeps you
authenticated.

Proofpoint describes session tokens
as digital “keys” that let a user stay
authenticated. It warns that stealing
valid tokens lets attackers
impersonate legitimate users and
potentially bypass authentication
measures “like MFA.” That's why
session cookie hijacking is so highly
leveraged.

If an attacker can steal the cookie or
token that represents your active
session, they're not trying to defeat
the login process. They're
attempting to reuse what you
already completed and access the
same apps and data as if they were
sitting at your keyboard.

How Session Cookie Hijacking .
Actually Happens

Cookie theft from the endpoint.
Not every session hijack starts
with a fancy proxy. Sometimes
¢ AiTM phishing - Adversary-in- the attacker simply steals
the-middle (AiTM) phishing is

the “proxy login” trap. You think

session data from the device
itself, allowing attackers to
you're signing into a normal impersonate legitimate users.
service, but you're actually
signing into a lookalike page MFA is a Baseline, not a Finish Line
that sits between you and the

MFA is still essential. It blocks a

huge amount of credential theft

real site. The attacker relays the
login in real time, so everything
appears to work, including and makes basic account takeover
MFA. harder. But session cookie hijacking
is a reminder that attackers don't

¢ Browser-in-the-Middle session always try to defeat the login step.

stealing, It's similar in spirit, but Sometimes they reuse what

it's even more “hands- on” from happens after it.
the attacker’s side. Instead of

stealing a password and running  The practical response is layered
away, the attacker effectively and realistic. When those controls
places themselves in control of work together, MFA stops being a
the browsing session. checkbox and becomes a strong

baseline backed by protections

around the session itself.

Would you like your
I.T Support Free of charge
for 12 months*?

There is no denying that referrals are the lifeblood of any small
business and that’s the same for Sedcom.

Delighted with our service? Drop an introductory email to
craig.butler@sedcom.net to begin

Why not tell a friend and any your referral credit.

referral we sign, we'll apply a
credit to your account of 10% *There are no limits to the amount of
times you can do this so effectively

your SLA could become FOC.

of your referral's year 1 value -
every time!
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BEYOND THE PASSWORD: A SMALL BUSINESS GUIDE TO
IMPLEMENTING MULTI-FACTOR AUTHENTICATION (MFA)

According to recent reports,
nearly 43% of cyberattacks target
small businesses, often exploiting
weak security measures.

One of the most overlooked yet
highly effective ways to protect
your company is through Multi-
Factor Authentication (MFA). This
extra layer of security makes it
significantly harder for hackers to
gain access, even if they have your
password.

What is Multi-Factor
Authentication?

Multi Factor Authentication (MFA)
is a security process that requires
users to provide two or more
distinct factors when logging into
an account or system. The factors
are something you know (like a
password or PIN), something you
have (like a mobile phone or smart
card), and something you are (like
fingerprints or facial recognition).

How to Implement Multi- Factor
Authentication in Your Business

Implementing Multi-Factor

Authentication (MFA) is an important

step toward enhancing your

business’s security. While it may seem

like a complex process, it's actually
more manageable than it appears,
especially when broken down into

clear steps. Below is a simple guide to

help you get started with MFA
implementation in your business:

e Assess Your Current Security
Infrastructure. Conduct a

thorough review of your existing

security systems and identify

which accounts, applications, and

systems need MFA the most.

Prioritize the most sensitive areas

of your business.

e Choose the Right MFA Solution.

Choosing the right one for your
usiness depends on your size,
needs, and budget.

MICRO-SAAS VETTING: THE 5-MINUTE
SECURITY CHECK FOR BROWSER ADD-ONS

Browser add-ons have a funny
reputation. They feel “small.” A
quick install. A tiny productivity
boost. But in practice, a browser
extension is like a micro-vendor
sitting inside your browser session.
It can see what you see, interact
with the pages you open, and
sometimes access the same cloud
apps your business runs all day.

That’s why a five-minute check
matters. Not because every
extension is bad, but because

it only takes one over-permissioned
add-on-or one bad update-to turn
“helpful” into exposure.

Why Browser Extensions Are a
High-Leverage Risk

Browser extensions sit in the most
sensitive place in modern work: the
tab where your staff live all day.

That matters because extensions
aren't just “apps”. They're granted
special authorisations inside the
browser which makes them
attractive targets that’s
disproportionate to how

“small” they feel.

When an extension can read and
modify what happens in the browser,
it can potentially see data in cloud
tools, capture what'’s typed into
forms, or alter content on a page.

The 5-Minute Extension Check

1. Vet the developer like a real
vendor. If you can't clearly tell who
built it and how to contact them,
don't install it on a work browser.

2. Read the description like a
contract. If it's vague about what
it does or what data it touches,
treat that as a red flag.

3. Permission sanity check.

Broad “read and change data on all
websites” access is rarely justified
for a simple productivity tool.

4. Watch for permission creep. If
an extension suddenly asks for
new permissions, pause.

5. Decide: approve, avoid, or
escalate. Approve clear, least-
privilege tools. Avoid vague and
over-permissioned ones. Escalate
anything touching sensitive systems.

Some popular options that can cater
to small businesses include:
e Google Authenticator
e Duo Security
e Okta
e Authy

When selecting an MFA provider,
consider factors like ease of use,
cost-effectiveness, and scalability as
your business grows.

Implement MFA Across All Critical
Systems.

Once you've chosen an MFA
provider, it's time to implement it
across your business. Here are the
steps to take:

e Step 1: Set Up MFA for Your
Core Applications: Prioritize
applications that store or access
sensitive information, such as
email platforms, file storage, and
CRM systems.

QUICK RED FLAGS FOR

FAKE RECRUITMENT
SCAMS

LinkedIn recruitment scams don'’t
succeed because staff are careless.
They succeed because the outreach
looks normal, the process feels
familiar. Use this checklist as a quick
pause button before engaging,
clicking, or moving the conversation
forward.

Vague job description, unclear
role details, or “we’ll share
specifics later.”

Pressure to move fast: “limited
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slots,” “complete today,” “fast-
track hiring.”

Push to move off LinkedIn
quickly onto WhatsApp/
Telegram/personal email.
Requests for money, fees, gift
cards, crypto, or “equipment
purchases.”

Requests for verification codes.
Requests for sensitive personal
info early, like ID scans or bank
details.

Any request for non-public
company information (org charts,
client lists, internal tools).

“small, norma
up until something breaks at the
worst possible time.

e Step 2. Enable MFA for Your
Team: Make MFA mandatory
for all employees, ensuring it's
used across all accounts.

e Step 3. Provide Training and
Support: Offer clear instructions
and training on how to set it up
and use it.

Test Your MFA System Regularly

After implementation, it's essential
to test your MFA system regularly
to ensure it's functioning properly.
Periodic testing allows you to spot
any vulnerabilities, resolve potential
issues, and ensure all employees are
following best practices.

If you're ready to take your
business’s security to the next level,
or if you need help implementing
MFA, feel free to contact us.

We're here to help you secure

your business and protect what
matters most.

THE “LEGACY DEBT”"
AUDIT: THE OLDEST
RISKS TO FIND FIRST

Legacy debt doesn’t show up as a
single big failure. It shows up as

|n

exceptions that stack

Here are your first steps to identify
the highest-leverage legacy risks:

1. End-of-support edge devices: Old
firewalls, routers, VPN gateways, and
exposed management interfaces.

2. Obsolete products: Anything past
support that can’t receive security
updates.

3. Servers with drifted basics: Delayed
patching, unnecessary services, weak
admin controls, untested backups.

4. Quick move: Start with internet-
facing devices. Replace what's
unsupported and isolate what you
can't replace yet.

“CLEAN DESK” 2.0: HOME OFFICE SECURITY DEFAULTS THAT PREVENT REAL INCIDENTS

A modern “clean desk” is about
stopping physical-to-digital
shortcuts to secure your home
office tech.

Use these defaults as a baseline:
e Lock the screen every time you

step away with a short auto-
lock timer as well as a manual

lock habit.
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Don’t share work devices with

family or guests.
Store laptops like they're
valuable.

Keep home routers supported

and patched.

Replace the end-of-support gear.

Use strong sign-ins and MFA
everywhere.

Keep browsers and extensions
controlled.

Patch laptops quickly and
restart when prompted.

Use device protection on
endpoints.

Treat Al automation like a
power tool with approvals for
payments, exports, and
account changes.
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¢ Make reporting easy for
suspicious messages, weird sign-
ins, or unexpected prompts.

In 2026, the home workspace isn't a

side setup. It’s part of your business
perimeter.
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